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 Problem Overview & Objective:
Real-World Problem:

Semiconductor wafer manufacturing faces critical quality challenges
● Defects detected too late in production cycle, leading to wastage of material 

and resources, causing huge revenue loss.
● Manual inspection is slow, inconsistent and labor-intensive.
● Lack of real-time visibility into production line health.

Project Objectives:

● Implement end to end IIOT architecture to make the wafer production 
process smart with data-driven decision making  .

● Deploy a trained ML model at edge to do wafer quality prediction in 
real-time (Edge analytics) before optical/e-beam inspection.

● Develop an interactive dashboard with production line status , real-time 
alert display and acknowledgement system.

● Demonstrate quality improvement, cost savings.
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System Architecture Overview





Physical Device Layer
● Used semiconductor wafer dataset (4219 wafers) from Kaggle for this project.
● Sorted the dataset by timestamp and divided the dataset into 3 parts
● Oldest 60% of data (2531 wafers) was used to train the ML model.
● Next 20% of data (844 wafers) to validate/test the trained ML model.
● Recent 20% of data (844 wafers)was used in streaming/simulation using python 

script.
● Next the streaming data divided into 3 production lines depending on tool type.



7

How we ensured realism of device layer?

● For each part: training, validation and streaming, different data was used. So, there is no data leakage.
● Industries also follow this approach: use their past year data to make prediction on current data.

● The “Virtual Sensor”: 
○ Python script(device_publisher.py) functions as the MQTT publisher with 3 MQTT topics.
○ Iterates through (data_simulation.csv) to simulate real-time data generation (does not pass the target variable)
○ Frequency of data streaming is at a rate of 8 seconds for demonstration purpose.
○ Can be changed to mimic the frequency and structure of physical industrial hardware.
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Network/Communication Layer 
MQTT Protocol:

•    Lightweight protocol ideal for IoT (minimal bandwidth)

•    Publish-subscribe pattern enables scalable architecture

•    3 MQTT topics:        

•    Python dictionary converted into JSON payload format for 
structured simulated sensor data



Edge Device: Python MQTT Gateway (edge_gateway.py) for edge computing and 
prediction analytics

Function Implemented:

● Acts as MQTT subscriber and receive messages from 3 topics: line1, line2, line3
● Contains pre-trained ML model with ~80% recall rate
● Performs ML prediction using incoming simulated sensor data locally
● Generates defect probability score and alert for bad wafer 
● Forwards process data to PostgreSQL database for storage over TCP/IP
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Edge/Gateway Layer



ML Model Validation Results



Advantages of doing edge analytics

1. Low Latency ⚡

● Edge inference takes < 50ms
● Real-time defect detection for immediate action

2. Bandwidth Efficiency 💾

● Sending all raw sensor data to cloud wastes bandwidth
● Only predictions, important process parameters and alerts sent to     

cloud storage

3. Reliability 🔒

● Cloud connection loss stops predictions, if ML model is deployed in 
cloud layer

● Edge continues to work offline
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Cloud Platform Layer

Platform: PostgreSQL Database

Data Pipeline Architecture:

Edge Gateway          PostgreSQL Database         Dashboard

Database Storage:

● Time series data storage using 3 tables
● Table 1: Simulated sensor data
● Table 2: ML prediction results and alerts with defect probability
● Table 3: Production line status updates
● Analytics: Defect rates, production statistics, trend analysis
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Application Layer

Platform: Python-based Streamlit Dashboard (dashboard.py)

Visualization Features:

● Production line status display
● Real-time process parameter trends (Temperature, Pressure, Gas flow..)
● Active defect notifications on detecting bad wafer by edge ML model
● Alert management interface with one click acknowledgement
● Overall system statistics: Total wafer processed, Defect detected, Total alerts. 

Data Retrieval:

● SQL queries to PostgreSQL database over TCP/IP
● 2-second refresh rate

User Interactions:

● Alert acknowledgment 



14

Dashboard (Idle state) 
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Results, Challenges & Lessons Learned
Results: 
● Successfully demonstrated the 5 layered IIOT architecture for smart manufacturing in semiconductor industry
● Edge ML inference achieved <50ms latency—critical for manufacturing where every second counts in preventing 

defective wafers from advancing to expensive downstream processes
● Real-time detection reduces scrap costs by identifying defects before optical investigation, further value-added 

processing, preventing waste of materials, energy, and production time

Technical Challenges: 
● Balancing existing imbalanced dataset to develop a properly trained machine learning model
● Balancing precision vs recall tradeoff—higher recall (better defect detection) comes at cost of false alarms(moderate 

precision), requiring operational judgment on acceptable balance

Lessons Learned: 
● IIOT can be used to transform dumb objects into smart systems by connecting them to a device network and using data 

analytics to turn raw data into useful business information
● Edge computing is not just faster—it fundamentally changes operational economics by enabling immediate intervention
● MQTT is ideal for Smart Manufacturing, is lightweight, uses low bandwidth and scales easily with more machines and 

production lines



Cost Savings Example: (Data from the web)

Assumptions:

● Investigation(eg: optical) time per false alarm: 5 minutes
● Labor cost: $60/hour   ($60 per hour ÷ 60 minutes = $1 per minute)
● 5 minutes × $1 per minute = $5 per investigation

Monthly Impact (assuming 10,000 wafers/month, 10% defect rate):

Without IIoT System:

● Assuming 1,000 defects detected during optical inspection
● Cost of inspection: 1,000 × $5 = $5,000 

With this IIoT System:

● 800 defects caught early (~80% of 1,000) before optical inspection, as our model has recall 
rate of ~80%

● Savings: 800 × $5 = $4,000/month
● False alarm cost: 300 alarms × $5 = $1,500/month    (~30% of 1000)
● Net savings: (4000 - 1500) = $2,500/month 

Business Value Calculation (Rough Estimate) 



17

Conclusion & Future Extension 
Conclusion:
● Our prototype demonstrated a functional end-to-end IIOT prototype that connects data generation → 

MQTT → edge ML prediction → database → real-time dashboard 
● This system demonstrates that IIoT is not just about technology—it's about transforming manufacturing 

economics. By catching defects early, companies save money on every wafer that would otherwise consume 
expensive processing resources before being scrapped

Future Improvements:
● Enhanced Machine Learning Model: Improve recall and reduce false alarms by expanding the dataset, 

adding more process parameters, and incorporating advanced models such as gradient boosting or neural 
networks

● Integration of Additional Sensors / Real Equipment: Replace simulated data with actual hardware inputs 
(temperature, vibration, pressure sensors, or PLC signals) to further validate performance and improve 
prediction reliability in a real manufacturing environment

● Security Implementation: Add TLS/SSL encryption, authentication, and role-based access control



Yay!! We saved some wafers today!

Thank you !


